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ek, NI BEAYA S5t FERAZIAEE R AAY,  HoldAEd e Ql=(no
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shH FATY IR HAE7]e] Bl f A Working Party 29+ Y
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J i = = Hl_%
AR & T Vi) AEE 7h5ste] dojR]= JhRlol Het AE2A os i
g BY @ 4 QES 3 e T D Fstn rk

of. o2e] Apg-uje] Mg wse AEt AA EA
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information)2h= 7igo] Hgo] FolElo] AghAQl B9 ool Hi ot 12
2 et opd AR AAT FJro4Eo s dsh=de-identifications SiE H
B9 &o] HiAlE = AMRR A5k 7= ottt

oAls o AINY Ao gt #&= E5|Common Ruleolzt 2] AT
AP B g Y5t BAZA| RO 7]2AA (45 C.FR. 46)2 ‘Ao g7z F5T

At AolAY, FAPE AFACRE oW 1 AL} AEEs Of AEAS
sfME AEEX] o= o= V|ZEojX]l F ' 7|28 452 WA

(if these sources are publicly available or if the information is recorded by

]

0%

i

ofm o>

the investigator in such a manner that subjects cannot be identified,
directly or through identifiers linked to the subjects.)= H#A&& T =4H|(45
C.F.R. § 46.101(b)(4)), ©o] A9 cannot be identified, directly or through
identifiers linked to the subject®] 7%, U]=ZojAE= 1 £%F3 7jQlo] ©f o]it
A & gL, AAEE M EQtE = £E oY, BY 27Hsst £F 07 SjjAlst
AL QUA] ottt

HIPAAQ} FERRAQ] De-identification 479 Q= AjAIE E7l50lu, 2 E7}
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9. H|AIH £ X] 7to|=a}Qlo] H|AH X X9} RJAIE 7154

7. BAMEER] Jlolcatele] HAEARE AdPalrt ofd RolE MPY 2
gt EXY B

HIAE 2 R] Zhoj=efRIoAl 7gofst= HIAIEARX = FHAYY 7IIZERE SR
(Directive 95/46/EC) Recital 260]A @st= 7jjQl SES
Agd =Wart Qe O o /UdS AEE £~ gl==s She'(no longer
identifiable) Z&X|& o1, T & QlsjA] AUojx]e AL A
B VIS AEY £ YEF JIQ0 BEE ThEolo] dojx|= Qo] #E FE=
A Gl IR S Y T 4 Yles o AU YRR ofyH

HATE £ X] 7tolEefelo] HIAlYE RX] wiyolst VP&, FAAL, 51101‘51 ”Kﬂ
doly ®Has), glolg npaA7] &5 =
QO Z(t4gt, 7t 7|y © oh v]AIE ixli 17] 01‘?3
oha i}, 2= Qlgh AH = ofdf = F=0A AMAlsHAl A BAXTE, AjA]
Ho] 7hs/dol =2 AXo|tt TrojEefRlE 1 Ths/do] FAASHAIRE oW Hrhy
giet. AXo] AAIE Jheidel |HE oY AEAANE 7|Eo= WHSIH Foict
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o
A 20 OEA ol ROk HAR 4 Qs £X|E Eoloh
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s A2 F 7R viAEet 2AIS oAlstal Qo IR 1 T)e
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o (OBAL) WA ZX) UY »

el o« BUS B ME S, =0 el EEE”H*
(Peeudorymization)  — QUZE 300K ME 743 M) A
8, @ 2n ey
@ 82
o U0 828 Mo olg 1e0on, & 0
o @3 150cm B WEd
00 coiaa) 81 71 8 : 660om, B2 tesom D HES
@ e
@ Alx| A
cHole Al ‘%M 01 206—1234567 @ AT} ma
DasRedictor) ot & HA D 2= 4N
« 01D RIS RPHBIEY S O Ml g Amig A
FHAL
2@l
qolE] WAl B o el 2les
{Data Suppression) 245, 354 — 8 0~404 e i
% xoi 2les
MolEf njAzl « BUS 354 AE HFE, B0 Y ® o] & 37}

(DetaMasking) ~ — OO0, 354, M8 245, OOEH 148} P 22} g

ARlZ fRAYY HIARG=7IA] AZAIY WP 29+ st 7[=(v]AEet
) 31
= a

ZADO tisiA ottt Z2 AAESt] HEde sk E st

Is Singling out  Is Linkability  Is Imnference still a

still a risk? still a risk? risk?
Pseudonymisation Yes Yes Yes
Noise addition Yes Mav not May not
Substimtion Yes Yes May not
Aggregation or K-anonymity No Yes Yes
L-diversity No Yes May not
Differental privacy May not May not May not
Hashing/ Tokenization Yes Yes May not

Table 6. Strengths and Weaknesses of the Technwques Considered
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Sweeney, Latanya <latanya@fas.harvard.edu> 731 . |7
L}, ZHEs 2% 14 Sooyon, JiOf|A| -

-%—A A0l - voosk=ole oY HY SO HY okt x
Hi,

Thanks for contacting me. We would be delighted to meet and talk with you about national identifiers. | have
cc'ed my co-author on our recent paper about the re-identification of Korea's national identifiers in shared

medical data. <hitp://techscience.ora/a/2015092901/>

A meeting at Harvard on either Monday, 7/18 or Tuesday, 7/19 will work for me. Let us know which date
works best for you, and who will be visiting besides yourself. Preferably a 10a or so meeting would be best

for me.

—LS

Latanya Sweeney, Ph.D.

Professor, Harvard University
Faculty Dean, Currier House
Editor-in-Chief, Technology Science
Director, Data Privacy Lab

Formerly: Chief Technology Officer, Federal Trade Commission
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. how technology impocts humans.

De-anonymizing South Korean Resident Registration
Numbers Shared in Prescription Data

HEH OOIES FRSERS AL of Ml &7

Latanya Sweeney, Ji SU Yoo

Abstract

Introduction

Background Letter = Number Letter Number + South Korea's national identifier, the Resident

hod a 1 f 0 Registration Number (RRN) includes encoded
Methods b 2 g 9 demographic information and a checksum with a
C 3 h 8 publicly-known pattern
Results d 2 i 7
Di ) e 5 ]l 6 « We conducted two de-anonymization experiments
iscussion i
f 6 k 5 on 23,163 encrypted RRNs from prescription data
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